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Wh at we 0| | be COV ¢

We O | | examine what Al agents ar e
augment cyber threat intelligence capabilities.

| ol | run you through some practic

from some of my own work. | Oangenior intelligence

professional with over 20
years of experience across
Defence, NIC, policing, and
Weoll bed down some of the princi corporate intelligence
tools for threat intelligence. functions. My intelligence-
related interests include
intelligence training,

| ol | di scuss the potenti al appl i catpriOtgtP{F)s:'ng_(gOPIS’ rE)dmbi n

tradecraft with Al to build knowledge about the world. experimenting with new
processes.
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The state of CTIl In Australia

Most organisations I n Austral.l
|l ntell 1 gence team. When they d
juggling multiple roles.

a
0

Some organisations outsource CTI, which can work, but might miss
out on internal context.

FTE growth is a challenge, particularly when there are other
security needs. Australiaodos CTI
specialised, meaning hiring expert staff is difficult and expensive.

The question for us today: how can we use Al to augment CTI
capabilities in Australian organisations.

| ove been | ooking at this I n my
have built some use cases which
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There will be three main functions of a CTI
analyst as Al matures:
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Specialist Analysts Intelligence Communicator Intelligence Manager

How do we build the skills pipeline for junior analysts?
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| use a range of commercial and open-source tools when
building my experiments. These include Telegram, Gemini,
Chat GPT, Python, PostgreSQL, Scikit Learn, Claude,

Cursor, and Spacy. SN ,
Pary o8

As for the human member; N e a

flgﬁi.’-; i

V | am very experienced with intelligence process B s

V. I 6ve worked across the fulllfp e M

V. 1ove worked across a range S §

V | can code (Python), build databases, use APIs

V | am very comfortable with data analysis

V | have someone to build infrastructure for me

X am not a software engineer

X Om an I ntelligence expert,

X am not a data scientist

Xx Donot ask me to design a fir

z". :',#' é‘ﬁn / i%f,. Y._“ ?fwxgu

These illustrations are creative interpretations for educational purposes, intended to visualize technologies used in cyber threat intelligence workflows. They are not endorsed by, affiliated with,
or created by the companies or products depicted.
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Working with the limitations

LLMs are fantastic for summarising,
translating, triaging information, and speed.

LR T
&

LLMs are less effective for analysis*, long
reports, referencing, and remembering.

©

Where | have had most success is in keeping Al
focused on tasks by using robust intelligence
regquirements.

Then you need to understand your own
Intelligence processes and break them down into
manageable chunks.

LLMSs, like human analysts, make mistakes. But
good process can minimise these.

Al Is faster if you can tell it what you need.
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The Intelligence |
Cycle 8

Intelligence Is an ancient professioﬁ. e\
But it was only systemised during '
the 20" century. In the western
military context, it was structured
using the intelligence cycle.

.
-
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The intelligence cycle is a simplified’ 2%
framework for the activity of e
Intelligence. Each part of the cycle |
traditionally uses specialised g
professionals to perform their part. |

e
LGQa UKS alryYyS gAOK
Intelligencecg they should be Né
specialised to perform their role In il
the Intelligence cycle. ‘
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Refining Iintelligence requirements

Riid KN

Intelligence teams They need to XFYR O0NAYy3I XK 3ISYSNI OGS
service a range of engage with NBadzZ Ga (23S0 pSfacX
business areas. aul 1 SK2f RSNA&A X information needs!

A challenge for any intelligence function is that they are servicing a range of
stakeholders. Al can be used to help refine requirements and make sure that
the right intelligence is reaching the parts of the business that need it.

AUSTRALIAN

The QR code below links to a
custom GPT which interviews a
cyber security stakeholder from
the company TelcoTechCom to
determine how their needs align
to intelligence requirements.

Scan it, open the web page, and
have a go at using it after the
presentation. It works best with
voice mode.



https://chatgpt.com/g/g-67b693ca7be88191a7cfb298ad068413-requirements-bot

Collection: Survey tool

Human Tasking

v

A~
-
Automated Scripts a.o
Supervising Agent

Initiate Does this meet Generate info Update Generate / \
collection requirements? reports graph statistics :
3 @ @ & A
Collection Requirements Information Knowledge Statistical Taskin —
Scripts Agent Analysis : J
R Graph R Unique? Agent
k Not of
Interest

AUSTRALIAN

CYBER

CONFERENCE




Processing

The real strengths of Al is in the processing phase of the
Intelligence cycle. These strengths include:

A Translating.

A Surfacing priority information.

A Formatting unstructured data.

A Working fast with good accuracy.

To get the most out of Al for processing, you need a well-managed
Intelligence function:

A A comprehensive set of intelligence requirements.
A Good collection management.

A A flexible data processing environment.

A A work environment that encourages the use of Al.

/ Capture Threat Actor Knowledge

@

=
===

Report STIX TIP
Formatter

/ Cluster articles

@

News NLP Summary
Aggregator Clustering Report

Most of these are simple LLM, ML, or statistical workflows

Summarising

/ Triage Vulnerabilities
A 9
Alert Tech stack Formatted
Email composer Email




Writing information reports

The activity best suited to the capabilities of LLMs Is generating information reports from unanalysed
collected information. Asking an LLM to summarise a piece of information in a standard, repeatable way
IS well within its abilities, particularly when providing it with a good understanding of the context.

=

Take a social media Check against Pass to an LLM to Produce an Push to a database.
post. Intelligence summarisecontent iInformation report
requirements. and generate data. and data.
| ove had a | ot of success producing I nformation r e

focused on are Hacktivists, the Russia-Ukraine War, and Right-Wing Extremism.
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“cid ":" CTI-TGM 1132964271 - 13567 - 20231204220140 ",
"requirement id ":[ "CTI -1.3.1", "CTI -1.3.3" ],

H aC kt I V I S m " Information_report ": "On 04 December 2023 at 22:01:40, the Telegram
channel 'Black Security Team' posted a message by ' Tencher
Scott' announcing a free cybersecurity course focused on SQL

Injection vulnerabilities and countermeasures. The post
explains that SQL Injection occurs when a backend developer

Black Security Team fails to implement proper filtering while executing database
gueries. The message includes a link to the course hosted on
4 December 2023 '‘BlackSecurityTeam.com' and promotes it as a comprehensive web
ek Seenrity Tem . security trai_ning. An a}ttached _promotio_nal Image indicates that
o the course instructor is 'Mehdi Hassani' from the Black

Security Team. The post also provides Telegram and website
links for further engagement.” :

"analyst comment ":. "This post promotes cybersecurity training with a
focus on SQL Injection, a widely exploited web application
vulnerability. While the course appears to be for educational
and defensive purposes, similar materials can be leveraged for

39a5 b alslie sLa 8l, g Zeniel 8,93 . . : :
S QI INJection 3 Say, s pamaii S offe_nswe security and_ penetratlor_l testing. T_h_e presence of a
St Sy 37 G ety dedicated cybersecurity community and training website suggests
L P an org_anised effqrt to spread cybersecurit_y knowledge,
# | Courses potentially attracting both security professionals and
et individuals with malicious intent." ,
Sl INJECtion %5, b s Siase 3580 s alia 5la o1 5 Culal 138 @ "languages” :[ "Persian ", "English "],
Doy e o agin e aliie gla o)y 5 ol adla 8550 B entities : [
"04 December 2023 (DATE)" :
A e ol ol Sy gt adds e 48 a2 e (S Injection) o e e — 1] . . "
bl gy a3l ey S el by i pld a el g g B8 S0 g adie leng peutliavag s gla 220140 (TIME) y

"Black Security Team (ORG)" :
"Tencher Scott (PERSON)"

O 1 S alE 5 Sl A e G D e e n s s g A Sl gl )

— htt.ps:_'-bl.an:kseu:-uriwtea.m__cc:r?ﬂ Courses pr-:.uduct-penetrati-:un—and— "Mehdl Hassanl (PERSON)" 0
security-testing—with-sgl-injection-approach/ — "SQL |nJeCt|0n (TECHNIQUE)" |

oo "BlackSecurityTeam.com (DOMAIN)" ,
- T.me/Black_Security "Tme/ B|aCk_SeCUI'Ity (ORG)"

- Wiww_ BlackSecurityTeam.com & ]

Tencher Scott
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Hacktivism

NoName057(16) 20:15

A s

HanomwuHaem BNacTam 3anafHblX CTPaH, YTO NOAAEPHKKA 3ENEHCKOro v
pycodobckme HAaCTpoeHMA NPoOBOLMPYIOT Hac Ha oTtnpasky DDoS-paxker

D

X NpasutenscTeeHHbin noptan bonrapum:
check-host.net/check-report/13eb361ak690

X YnpasneHue AOCTYNOM NPUAOKEHUI TAMOXEHHOIO areHTCTsea
bonrapum:

check-host.net/check-report;/13eb373fk372

X bonrapckuit bank ACK
(3akpbinuce no reo): check-host.net/check-report/13eb38d3kde5

Y HopBeXCKMA CepBUC ANA NOKYNKK XEeNe3HOA0POXHbX bunertos:
check-host.net/check-report/13eb3b9dke0

> ABTOpM3aUMA Ha cCaiTe TpaHcnopTa bupmuHrema:
check-host.net/check-report/13eb3e0fkc3d

Noanuwmncs B NoName057(16)|DDoS-npoexT|Peseps|English

"cd "

"requirement id ": ["CTI -1.1.1", "CTI
" Information_report

"CTIl- TGM 1732250465 - 5429 - 20231209030235"

-2.2.1", "CTI -2.2.2" ],

": "On 9 December 2023, NoName057(16) posted an image on their
Telegram channel, showing website outage messages for multiple entities. The

Image indicated denial of service attacks targeting websites related to the

government and financial sector in Bulgaria, as well as transportation

services in Norway and the United Kingdom. The affected sites included: the
Bulgarian government portal (government.bg), the Bulgarian Customs Agency
application access portal (testiam - Ids.ext.customs.bg), DSK Bank in Bulgaria
(dskbank.bg), the Norwegian railway ticketing service (ruter.no), and the UK

Swift transport card service (swiftcard.org.uk). The image displayed error

messages in Russian stating 'Unable to access site' and 'Connection timed

out'. This image was published alongside a text post discussing external

media protection." :

“analyst comment ": "Thisimage is highly likely part of NoName057(16)'s ongoing

"languages"

"entities"

pro - Russian politically motivated DDoS campaign. The selection of targets
aligns with previous campaigns, focusing on entities in countries supporting
Ukraine. The image serves as visual 'proof of success' for the group's
attacks, aimed at bolstering credibility within their support base."

. "Russian ",
3
"9 December 2023 (DATE) ",

" NoName057(16) (ORG) ",

" Bulgaria (GPE) ",

"Norway (GPE) ",

" United Kingdom (GPE) "

" Bulgarian Government Portal (ORG) "
" Bulgarian Customs Agency (ORG) "

" DSK Bank (ORG) ",

" Norwegian Railway Ticketing Service (ORG) "
" Swift Transport Card Service (ORG) "

" government.bg (URL) ",

"testiam - ids.ext.customs.bg (URL) "
" dskbank.bg (URL) ",

" ruter.no (URL) "




“cid " "CTI - TGM 1601423054 - 1828 - 20231204203150 ",
. . "requirement id ": ["CTI -1.1.1", "CTI -2.1.3", "CTI -2.3.1", "CTI -2.3.2" ],
H aC kt I V I S m " information_report ": "On 4 December 2023 at 20:31, the IT ARMY of Ukraine
posted on their Telegram channel providing an update on operational
leaders for week 48. The post identified four individuals or teams
leading in the use of different cyber tools during the week. DTS led in

IT ARMY of Ukraine the use of 'db1000n', generating 28.2 TB of traffic. UkrByte led
operations using the 'Distress' tool, generating 1,041.6 TB of traffic.
4 December 2023 Littlest_giant led in the use of Mhddos', contributing 482.6 TB of

0 IT ARMY of Ukraine 2031 traffic. Uashield21 led in 'X100' operations, producing 358.2 TB of
; A8 R il 8 traffic. The post highlighted that each of these leaders and tools
e BTN played a key role in the group's collective efforts." :
=4l S e “analyst comment ": "This postis almost certainly related to ongoing
distributed denial of service (DD0oS) campaigns conducted by the IT ARMY
of Ukraine against Russian or Russian - affiliated targets. The naming of
specific tools (db1000n, Distress, Mhddos, X100) aligns with known
tools used in crowdsourced DDoS attacks. The identification of
e g B operational leaders is likely intended to both motivate participants
2 = and publicly demonstrate the | T ARMYOS cont

O Tuwwaeno #48: Nlinepu onepauin IT ARMY

. TR et effectiveness. The use of both Ukrainian and English text indicates the
AEMOHCTPYE MaWCTEPHICTb ¥ n, B Toi 4ac, ak UkrByte . .
nponosxye oyonosatu y Distress. Littlest_giant sHosy niaye y Mhddos, me S S a. g e W a S | n t e N d e d f 0 r b O t h d O me S t | C a n ,d
a uashield21 miuHo Tpumaersca 8 X100! n " n I non E n
languages" :[ "Ukrainian", "English 1,

% Db1000n: DTS i1 28.2 Tb n Dng n .
% Distress: UkrByte |4} 1041.6 Tb entItIeS - [
% Mhddos: littlest_giant |, 482.6 Tb "4 December 2023 (DATE)"’
% X100: uashield21 i} 358.2 Tb " "

20:31 (TIME)",

KomeH nigep Ta IHCTPYMEHT BIAINPAE KAKOYOBY POAb Y HAWNX CMIAbHUX

"IT ARMY of Ukraine (ORG)",

sycunnax!

Mponoexyemo pyxaty mexi, IT ARMY! [lo Hosux nepemor! — @

) Week #48: IT ARMY Operations Leaders .

DTS shows prowess in db1000n, while UkrByte continues to lead the
charge in Distress. Littlest_giant makes an impact in Mhddos, and
uashield21 stands strong in X100!

% Db1000n: DTS il 28.2 TB

% Distress: UkrByte 1) 1,041.6 TB
% Mhddos: littlest_giant |,] 482.6 TB
% X100: uashield21 ) 358.2 TB

Each leader and tool plays a pivotal role in our collective efforts!

Let's keep pushing the boundaries, IT ARMY! Onwards to more
victories! @

"Telegram (ORG)",
"DTS (PERSON)",
" UkrByte (PERSON)",

" Littlest_giant (PERSON)",

"Uashield21 (PERSON) ",
"db1000n (PRODUCT) ",
"Distress (PRODUCT)",

" Mhddos (PRODUCT)",
"X100 (PRODUCT)"
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“cid ":;; A RUKGM1639691719 -003203-20231001173007n
- - "requirement_id ":[ "RUK®G6.1.2" ],

R u S S I a— U k r al n e W ar " Information_report " "On 01 October 2023 at 17:30 UTC, the 3rd Separate
Assault Brigade (3 [ z 1) mosted a message on their Telegram channel
celebrating Defender of Ukraine Day. The post states that the brigade is
marking the occasion while deployed on the frontlines, emphasizing their
commitment to defending Ukraine, their homeland, and its future. It
references fallen comrades and inherited bravery from ancestors, stating
that retreat or weakness is not an option. The brigade extends greetings

3-Ta oKpema wrTypMmoBa bpuraga 17:30

to all Ukrainian servicemen and women in honor of the national holiday.

The message includes |inks to the brigadeo0os

channels, including Telegram, Instagram, Facebook, YouTube, and TikTok." :
"analyst comment ": "This post follows a common Ukrainian military narrative,

reinforcing themes of resilience, sacrifice, and national unity. The

iInvocation of fallen comrades and ancestral bravery aims to boost morale

and frame continued combat as an honorable  duty. The inclusion of

multiple social media links suggests an organized effort to increase

public engagement and support. The mention of the national holiday ties

the post to broader Ukrainian state messaging, which often emphasizes the

mi |l i tarydés role i n nati on SUppostAZOV ilinkandy.indidate e
ties to the broader nationalist military movement, a common theme in some

Ukrainian units' outreach efforts." :

[eHb 3aXuCcHUKA YKpaiHu.

3yCcTpiYaEMO CBATO Ha NepefoBiv BiMHU, TOMY LLO NPUAHANU FTONOBHUN
060B’430K | MOr0 X NOCTaBUAY 3a METY — 3aXUCTUTU CBIW AiM, CBOIO
KpaiHy i it ManbyTHE.

. o o "languages" :[ "Ukrainian" ],

Ha Hawomy boui HaucunbHiWwi Ayxun nonernux 6paris, | 3 HaMK "entities” Al

XOpobpiCTb, AKY NPUUHANK B CNAAOK BiA Npeakis. Nonepeay — 6uTewn, y "01 O;:tober 2023 (DATE)"

AKI NparHyB KOXeH i3 HUX. TOX Ha BIACTYN un cnabkicTb He MAEMO "17:30 UTC (TIME)" '

e "3rd Separate Assault Brigade (ORG)" ,
"Ukraine (GPE)" :

Tpetsa okpema wrypmosa bpuraza BiTa€ BCiX yKpaiHCbKUX BOIHIB 3 "Defender of Ukraine Day (EVENT)" ,

HalWWUM CBATOM, 3 JlHeM 3aXUCHUKIB Ta 3aXUCHULb YKpaiHu! "Telegram (ORG)"
"Instagram (ORG)" :

30WGp | Instagram | Facebook | YouTube | ab3.army | TikTok | "Facebook (ORG)"

SupportAZOVua "YouTube (ORG)"
"TikTok (ORG)"

" SupportAZOV (ORG)"
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Writing longer intelligence reports with Al

There are significant challenges in getting LLMs

to write longer intelligence reports:

A Replicating the full process that experienced
analysts use.

A Asking an LLM to extract the most important

points from a corpus.

A Problems with context windows and

nallucination (particularly at +80%).

A Capturing expert target knowledge. ~

A Referencing intelligence source information in , \" y
a reliable way. = = =

A Effectively assessing information. e NV QT =

The best solution at this stage Is Al-assisted —— -
intelligence production. : " <

i
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An example workflow for intelligence reports

@ @

I need areport  Sure! Let me break Generate prompt  Establish key points Looking good! > Editor Looking good!
. z v A4 s . . <
about this! UKAa R2 & ViKstructions &
Qg/
9
Construct query Retrieve from Results Write report body First draft Write assessment
databases and introduction
&
<&~é’\®

Each Al icon is a multi-agent process.

Al does the heavy lifting, but humans

own the judgment and the meaning.
Second draft
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Trying this workflow

| decided to have a go at building out this workflow
using some old scripts and Cursor + Claude 3.7.

Writing* the code took about half an hour. The report

used Gemini 1.5 Pro, took three minutes and cost
$3.72.

Some Issues with the report:
A Shorter than | would like.
AParagraphs dondt go
A Some issues with the referencing.
| t 0s ¢cC
| di dn
|t di d

N\

Ot sense
n ot have to

Still, it produced something that is consistent with my
understanding faster than any analyst could over that
nor

much dat a. | woul dnot
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| earl y mi ssed s ome
check al
gener at

O n

def generate key points(model, reports, requirements, num versions=4}:
prompt = £
You are an expert intelligence analyst focusing on cyber threat intelligence.

SPECIFIC INSTRUCTIONS:

You are to produce a report on the Cyber Army of Russia Reborn (CARR) for the period of 2824.
Your focus is to be on the following points:

1. Their targeting prioirites and any rationale for their choices.

2. The methods they use to conduct their operations.

3. Any information about direction given by nation states.

4. Any other information that you believe would be useful to the intelligence community.

INTELLIGENCE REQUIREMENTS:
{json.dumps(requirements, indent=2)}

INTELLIGENCE REPORTS:
{json.dumps (reports, indent=2)}

Based on these reports, generate {num versions} different versions of the top 5 key points that emerge from the data.
Each key point should:

1. Be directly tied to one or more specific intelligence requirements (reference the code)

2. Be supported by evidence from multiple reports where possible

3. Highlight significant patterns, trends, or notable events

4. Be concise but informative

For each version, take a slightly different analytical approach or emphasis.

Format your response as a JS0N object with this structure:

{1
"wersion 1": |
{
"point”: "Key point 17,
"recuirements”: TUCTI-X.X X7],
‘supportivg evidence™: "Beiaf sveamar, of wupporting aviderce®
s
PS D:\ -py

Step 1: Gercating key ooim: versions. .

Step 2: Selecting best key points version...

Step 3: Gelweratino detailed paragraphs-. -

Step 4: Ed tng nvaragraphs...

Step 5: Generating summary and assessment. ..

Step 5: Finzl editing...

Repor t genurated z=nd saved v= int2l repcor-t 23258310 163748 .md

Final Report Preview:

TITLE: CARR Cyber Group: Expanding Targeting and Evolving Capabilities

EXECUTIVE SUMMARY:

CARR, a suspected Russian state-influenced cyber group, has broadened its targeting from Ukrainian entities to include nations
n in geopolitical alignment. The group primarily uses publicly available website vulnerability scanning tools to identify tar
critical infrastructure, it currently lacks the demonstrated capability to pose a significant threat. CARR's organizational

nternal conflict and mirked by fluctu:ting ~~llaboraticns with other pro-Russian cyher groups.

ASSESSMENT :
CARR's expanded targeting almost certainly reflects increasing alignment with Russian strategic objectives and elevates the ri
onfidence that CARR will continue targeting nations supporting Ukraine, likely escalating to mor...




